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Unsolicited email using sending domain information Countermeasures
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4.1 SPF(Sender Policy Framework)
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4.2 DKIM(DomainKeys Indentified Mail)

DKIMOODODOODODOOOOOoOOoOoobOoooo
gbooboooobooboboboooboooboon
ggooobobobooooooooooboooobobo
gbooboboobobboboobobaon
gbobooboogoooo
gooboboboooboboboobobo IPobOoO
gbogbuooobooboboaoboobobgon
ooboooooooooobKIMOOOODOoOOo
gbooogboboobobobobooboboon
gbogboboobobobobobobobooaon
000000000 0ODO0ObO DNSOOoOoDboo
goooobKIMOOOUOoDoobooooooDo
gobooooooboooboob 20 DKIMOO
gbooobooooboobboboooboooboon

SEERIA— )L —)(— E@

. SMEBIA—JLH—)(—
Postfix + Open DKIM ). EFEEAE
E@ ? X JEE - E@
EFERISTHR
DIER

1. BONTEFN&ER

3. aFEE
ZER

DNSH—)(—

=m0
(shonai-cit.ac.jp) 4. TS

Y

PNEE
TXTL O— 1
BT SR
DI

02 DKIMOOODO
Fig.2: Diagram of DKIM
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4.3 DMARK(Domain-based Message Au-
thentication , Reporting, and Confor-
mance)
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Fig.3: Diagram of DMARC
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Fig.4: Authentication when sending e-mail to external
sites
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Sender Contact Form
* Required field

Short summary of your issue *

Rejection from Google mail server

Detailed description of your issue *

Currently, my domain shonai-cit.ac.jp supports SPF, DKIM, and DMARC, but it is rejected by Google
mail server. Is it on your company's blacklist of incoming domains? If so, please deactivate it
immediately. Also, please take action so that you can receive emails from our domain shonai-
cit.ac.jp. Best regards

310/1000

To help us investigate a message that was rejected or blocked, please provide the full headers from a recent
message (less than 12 days old):

1. Open the misclassified email.
2. Next to Reply «, click More : > Show original.
3. Copy the header.

Paste the header in the box below:

Gmail has detected that this message is likely 550-5.7.1 unsolicited mail. To reduce the amount of
spam sent to Gmail, this 550-5.7.1 message has been blocked. For more information, go to 550 5.7.1
https://support.google.com/mail/?p=UnsolicitedMessageError e20-
20020a637454000000b005cfbd864267si112863pgn.307 - gsmtp (in reply to end of DATA
command))
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